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Abstract
The speed the present world changes, is at least impressive. During the last decade the global socio-
economic environment faced major adjustments dictated by globalisation, technological progress and 
political interests. The European Union seems to fail in keeping up with the changing environment. Thus, if 
in 2007 the European Union represented 30.7% of the global nominal GDP, then in 2016 it accounted only 
for 21.7% (World Bank). The economic positions of the European Union have declined much as compared 
to the rest of the world the fact which inevitably leads to the decrease of the community’s political and 
economic strength. The main scope of the present paper is to assess the extent to which the economic 
security of the European Union has changed in the period of 2007-2017. At the same time, it has been 
proposed to identify the main subversive factors which affected the economic security of the European 
Union in the period of 2007-2017 and threaten the future perspectives of the Union. The results reached by 
the use of both qualitative and quantitative methods of analysis explicitly point out that economic security 
is decreasing and the identified threats menace the future existence of the European Union.
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1.  Introduction

The speed the present world changes, is at 
least impressive. During the last decade the 
global socio-economic environment faced major 
adjustments dictated by globalisation, techno-
logical progress and political interests. The Eu-
ropean Union seems to fail in keeping up with 
the changing environment. Thus, if in 2007 the 
European Union represented 30.7% of the global 
nominal GDP, then in 2016 it accounted only for 
21.7% (World Bank). The economic positions 
of the European Union have declined much as 

compared to the rest of the world the fact which 
inevitably leads to the decrease of the communi-
ty’s political and economic strength. Moreover, 
the diminution of economic influence of the Eu-
ropean Union on the global arena reduces the de-
gree of its economic security as the community 
risks losing foreign and internal markets.

Oxford dictionary defines security as “a state 
of being free from danger or threat”, in the 
context of this research economic security is 
identified as a condition or state of affairs of 
a country’s socio-economic environment which 
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is characterised by stable welfare generation 
supporting the growing living standards. Eco-
nomic security describes the ability of states 
to efficiently implement policies and strategies 
to reach the desired goals without being con-
strained by any external or internal threat. At 
the same time, this concept depicts a situation 
in which a single or a group of countries have 
a positive fundamental basis for growth i.e. 
prosperous and active business, investments in 
R&D, efficient bureaucracy, productivity and 
technological progress, growing capital forma-
tion, solvency, societal climate, etc. As it can be 
remarked, economic security is a wide concept 
comprising multiple aspects, some countries, 
for instance, can have strong positions in terms 
of productivity, technology, or GDP, yet hav-
ing relatively weak economic security due to 
high levels of public debt which undermines its 
development perspectives and the capacity to 
generate further growth i.e. Italy, Spain, France 
and United Kingdom. Other countries could 
have both high economic efficiency, techno-
logical progress and strong institutions as well 
as low levels of public debt, yet being affect-
ed by demographical challenge i.e. Germany. 
Simultaneously, some nations can register fa-
vourable evolution in terms of debt, economic 
development and productivity, yet being affect-
ed by corruption and weak entrepreneurial cul-
ture and institutions the fact which determines 
low economic security, for example Romania, 
Bulgaria or Poland. At the same time, eco-
nomic security in a group of countries can be 
hampered by development differences among 
countries which lead to weaker overall eco-
nomic security. Moreover, economic security 
challenges tend to change over the time, thus 
if in 1950s-60s the main threats for the West-
ern Europe were the expansion of communism, 
food security, and post war development, then 
at the end of 2000s the main challenge of the 
EU became the revival of EU’s economy in the 
conditions of growing globalisation. It is im-
portant to mention that other countries can have 
problems with economic security arising from 
severe ecological problems, for instance China 
(harmful industries, weak recycling capacities, 
high use of coal in economic processes), Bra-

zil (deforestation), Canada (exploitation of oil 
sands) as well as from social-economic diffi-
culties i.e. India, Nigeria and Mexico (grow-
ing slums concentration, pure water provision 
and sanitation issues) or from solely economic 
causes, for instance, growing protectionism in 
the USA. Accordingly, it can be observed that 
countries are facing various challenges which 
threaten their economic security, both at the 
global as well as at the level of the European 
Union, this situation depending on the specific 
environment which each country is character-
ised by. The challenges change over the years, 
and it is the responsibility of governments to 
build effective mechanisms of combating them. 

The main scope of the present paper is to as-
sess the extent to which the economic securi-
ty of the European Union has changed in the 
period of 2007-2017. Thus, this aim is set to 
be achieved by quantitatively analysing the dy-
namics of the following indicators including 
central government debt, total (% of GDP), real 
GDP per capita growth rate, gross fixed cap-
ital formation, productivity performance, high 
tech exports % of total manufactured ones gov-
ernance quality at the level of European Union 
member countries. At the same time, it has been 
proposed to identify the main subversive fac-
tors which affected the economic security of 
the European Union in the period of 2007-2017 
and threaten the future perspectives of the Un-
ion. The goal will be achieved by qualitatively 
analysing the impact of corruption, excessive 
bureaucracy, weakening entrepreneurial cul-
ture, terrorism, organised crime, lack of strong 
leadership, eroding values, development gaps 
between the regions, raise of populism and mi-
gratory crisis upon overall economic potential 
of the European Union. 

 It is necessary to underline that the present 
research is addressed to the decision making 
factors of the European Union as well as of the 
national governments offering comprehensive 
analysis of the economic dynamics presented in 
an accessible form. Moreover, it is addressed to 
academic and business environments serving as 
a starting point for debates regarding the past, 
present and future perspectives of the European 
Union and its role in a globalised society. 
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2.  Literature review

For a more comprehensive understanding of 
the issues related to national economic securi-
ty reflected through the prism of governmental 
debt, GDP growth, capital investments, produc-
tivity, technology and institutions a subset of rel-
evant literature was selected. Thus, according to 
Liapis et al. (2013) underlined that the last eco-
nomic and financial crisis has shown that highly 
indebted European Union countries are econom-
ically vulnerable due to their weak financial and 
credit positions. Excessive public debt reduces 
the efficiency of governmental budgetary and 
fiscal policies since governments are constrained 
by growing economic fragility and risks. Thus, 
author concludes that the European Union 
needs a deeper coordination in the area of fis-
cal policy to minimise the heterogeneity of the 
economic environment. Furthermore, Panizza 
and Presbitero (2013) considered that excessive 
debt makes an economy susceptible to external 
shocks due to a higher degree of dependency. 
It may reduce the capacity of a country to in-
crease its long run growth potential, yet this fact 
depends on the peculiar economic features of 
each country. There are specific thresholds de-
fining the debt-economic growth relationship. 
In such a way, keeping the debt under control 
within certain limits fosters country’s econom-
ic development. The same idea is underlined by 
Reinhart and Rogoff (2010) who mentioned that 
increasing the level of public debt as related to 
the total size of an economy exceeding a certain 
limit is detrimental to the long run development. 
This fact results from the undermining effect of 
excessive debt upon the economic processes. 
Moreover, each economy has specific debt toler-
ance ceilings which once being overrun can dest-
abilise the macroeconomic environment through 
interest rates and servicing costs. At the same 
time, Streeck (2014) determined that excessive 
public debt in the conditions of weak economic 
development, rising unemployment and accen-
tuating tax resistance diminish the capacity of an 
economy to resist to the financial and economic 
fluctuations the fact raising the risk of stagna-
tion. Simultaneously, Égert (2015) highlighted 
that excessive public of over than 90% of the 

GDP certainly makes an economy less flexi-
ble and hampers its development perspectives. 
Nevertheless, the degree to which it undermines 
the economic potential depends on the peculiar 
economic features of each country. Meanwhile, 
Fincke and Greiner (2012) said that debt policies 
should be suited to meet the particular interests 
of each state. However, the rise in the level of 
indebtedness should be carefully monitored and 
controlled since it makes a country’s economy 
more dependent upon the external environment. 
Finally, Lane (2012) argued that the excessive 
indebtedness of several Eurozone states threat-
ens the economic stability of the Union as a 
whole since these countries have increased level 
of economic fragility. This situation worsens in 
the conditions of an absence of banking union 
and European level buffer mechanisms. 

According to Haggard and Tiede (2011) a na-
tion must ensure that its economy has favour-
able conditions to prosper and develop. This 
fact is essential taking into account the fierce 
global economic competition. Moreover, Naudé 
(2010) mentioned that propitious entrepreneur-
ial environment is of key relevance considering 
economic growth. A country only succeeds to 
develop economically and socially if it assures 
favourable climate for business. Furthermore, 
McKinnon (2010) determined that capital de-
termine the capacity of countries to produce 
welfare and share it among different partici-
pants of economic life. Moreover, the availabil-
ity of financial resources as well as of capital 
enforces the ability of nations to realize their 
interest on external markets through providing 
more attractive opportunities. Simultaneously, 
Wennekers (2010) et al. said that the strength 
of business environment is crucial in realizing 
the main functions of a state and ensuring that 
its interests are respected. Consequently, the de-
gree of efficiency and complexity of entrepre-
neurship (its capacity to generate new products, 
processes and, therefore create new markets) in 
a country marks the ability of government to act 
and address main challenges related to the de-
velopment of the society and prosperity of the 
proper business. For instance, governments in 
developed nations characterised by efficient and 
complex business have more financial resourc-
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es and human capital to achieve specific objec-
tives as compared to the countries disposing of 
weaker business sector. Besides this, Fagerberg 
(2010) highlighted that economic development 
is an essential scope of countries across the 
world. One of the main determinants of growth 
is innovation which could have many facets i.e. 
high complex scientific outputs requiring quali-
fied staff or product and marketing innovations 
based on ingenious ideas. Hence, the ability 
of nation to generate innovation in every field 
marks its capacity to growth and therefore to 
compete for markets and resources. 

Meanwhile, Piketty (2015) stated that fixed 
capital is one of the determinants of a country’s 
capacity to foster its economic development as 
it comprises the fundamental basis for the eco-
nomic operating environment i.e. infrastructure, 
machinery, industrial facilities, buildings, etc. 
The extent to which this basis is consolidated 
decides the potential of an economy to compete 
and grow. Accordingly, developed nations have 
strong operating environment which allows 
them to create more value added. Also, Robin-
son (2013) emphasized that the accumulation 
of capital is important to improve the capaci-
ty of generating new welfare. Simultaneously, 
technological progress assures the actuality of 
the generating power of capital. Thus, capital 
and technology are key components of the eco-
nomic potential and competitiveness. Further, 
Ostry et al. (2011) accentuated that capital is 
a key component determining economic de-
velopment. Nations registering higher capital 
generation are capable of increasing their eco-
nomic output and productivity at a higher rate 
than those facing stagnation in this area. At the 
same time, Borio and Zhu (2012) determined 
that government should pay increased attention 
towards the formation of capital within coun-
try’s economy. It should approach these issues 
through developing proper capital, monetary 
and financial regulations. These areas should be 
under consideration to succeed in minimising 
capital investments risks. Moreover, Forbes and 
Warnock (2012) admitted that capital formation 
is sensitive to internal and external socio-eco-
nomic and political risks. Nations aiming to de-
velop intensive capital base should minimise the 

respective investments risks to ensure business 
a stable and steady environment. Finally, King 
and Levine (1994) underlined that the capacity 
of a nation to compete on the world’s markets 
is fundamentally connected with the ability of 
this nation to generate productive capital. Cap-
ital determines the improvement of this nation’ 
economic potential as related to the economic 
potential of other states. 

Jorgenson (1991) mentioned that productivity 
is a key indicator defining the efficiency of an 
economy and its competitive edges. Moreover, 
it reflects the future economic growth potential 
and therefore the position the country will hold 
in the global value chains. Thus, innovation driv-
en countries endowed with human capital and 
cutting edge technologies will hold more profit-
able niches in the global economy as compared, 
for example, to raw material exporting nations. 
Higher productivity allows developed nations 
to attract investments and economic resources, 
consequently, assuring higher living standards 
to the population. Besides this, Mankiw et al. 
(1992) has come to the conclusion that growth 
in productivity is essential in defining the overall 
dynamics of an economy. Productivity growth 
is determined by technology, quality of human 
capital and the level of capital accumulation. In 
such a way, productivity can be viewed as an 
indicator comprising key competitiveness are-
as which are reflecting country’s development 
potential. Moreover, Baumol (1986) pointed 
out that productivity allows competing rivalling 
economies by providing more attractive offers 
to potential consumers. Thus, productivity is a 
determinant factor of competitiveness defining 
the ability of a country to protect its own mar-
kets and win the foreign ones without imposing 
barriers of any kinds. At the same time, Timmer 
et al. (2011) marked that the dynamics of eco-
nomic productivity in the European Union coun-
tries has declined since 1990s while in the USA 
the vice versa happened. This fact was caused 
by the failure of EU nations to reap the bene-
fits of new economic markets including the ICT 
one. In the conditions of ageing population, low 
investments in risky innovation projects, rigid 
capital markets and over-regulation the produc-
tivity growth in the European Union will decline 
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in relation to other global leaders. Furthermore, 
Hakfoort (1996) noted that an economy is only 
capable of developing if it constantly invests in 
enlarging its capital capacities and technology 
to keep up with the permanently changing en-
vironment. These investments are provided with 
the aim of keeping productivity in the competi-
tive range able to bring the expected returns. Si-
multaneously, Galenson and Leibenstein (1955) 
highlighted that productivity is directly intercon-
nected with the investments in capital as well as 
with economic development. Productivity is cru-
cial in determining the level of economic securi-
ty of states since those nations registering higher 
productivity have increased chances to win con-
sumer markets than in the vice versa case.

Zelenika and Pearce (2011) pointed out that 
technology is determinative is assuring an econ-
omy economic advantages. It needs permanent 
adjustment to keep up with the changing so-
cio-economic environment and raising compe-
tition. To reap the benefits of technological de-
velopment, nations should overcome multiple 
barriers i.e. social, communication and econom-
ic ones. At the same time, Şener and Sarıdoğan 
(2011) underlined that the level of technological 
development of a nation determines its capaci-
ty to produce innovation in order to accomplish 
specific objectives and goals. Accordingly, tech-
nology is decisive in enhancing the econom-
ic and political positions and therefore plays a 
crucial role in enforcing nation’s economic se-
curity. In other words, technologies are possible 
arguments of a state in strengthening its com-
petitiveness. Further, Popkova and Tinyakova 
(2013) determined that innovation and technol-
ogy provides a new quality to the economic de-
velopment of a nation allowing mobilizing most 
efficiently the existing resources to provide solu-
tions to present and future challenges. Moreover, 
Ahlstrom (2010) highlighted that technology is 
the main driver of economic development since 
it allows reaching a totally new dimension of 
growth. Namely technology is the main contrib-
utor to the social prosperity. It is closely linked 
to business efficiency of a nation and compet-
itive edges. Meanwhile, Cortés and Navarro 
(2011) concluded that technology determines 
the capacity of a nation to generate efficiency. 

Consequently, countries which intensively de-
velop their innovative possibilities gain signif-
icant advantages in promoting their interest on 
the global markets. Finally, Ignatov (2017) men-
tioned that technology allows nations to make 
their economic potential stronger in the condi-
tions of growing globalisation. Small countries 
as well as the bigger ones develop technologies 
through permanent innovation which is aimed to 
enhance their economic advantages and reduce 
their weaknesses. 

Knack and Keefer (1995) underlined that 
governance efficiency is a determinative fac-
tor of economic growth as institutions form the 
operational environment in which an economy 
evolves. In these conditions, governance and in-
stitutions decides the degree of a nation’s eco-
nomic competitiveness. Nyström (2008) comes 
to add that institutional quality determines the 
level of entrepreneurial activity resulting in 
more evident economic performance. Flattened 
government, efficient legal structure and in-
creased protection of property rights guarantee 
melioration of business activity. Therefore, im-
provement in the institutional effectiveness re-
sults in more propitious development prospects. 
Moreover, Dixit (2009) highlighted that govern-
ance is set to coordinate economic processes for 
the best interests of all members of society i.e. 
business environment as well as population. It is 
important that government promotes its policies 
in impartial way neither favouring nor hindering 
interests of particular market players. Further-
more, Ben-Ner & Putterman (1998) determined 
that institutional effectiveness is crucial for eco-
nomic competitiveness of nations. Thus, nations 
having more advanced institutions tend to have 
fewer barriers in their activity while those na-
tions struggling with high bureaucracy and red 
tape regulation undermine their business com-
petitiveness. Also, Powelson (2015) noted that 
government determines the operational frame-
work of a nation. In these conditions, countries 
seeking to improve their competitive edges 
should pursue first of all enhancement of their in-
stitutions. At the same time, Bosma et al. (2018) 
concluded that when governance pursues and 
promotes the interest of business and population 
in its policies it is generally assessed as effective 
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and, respectively, weak in the case when gov-
ernance follows its own interests in detriment of 
the general public. According to Young (2015) 
the decision making process is highly bureauc-
ratised in the European Union the fact increasing 
economic rigidity. Moreover, there is excessive 
involvement of the institutions in the economic 
processes both at the level of the community as 
well as in most of the EU nations. 

In the case of the European Union, there are 
several common cultural features called “Euro-
pean culture”, for instance, according to Liñán 
& Fernandez-Serrano (2014) “autonomy and 
egalitarianism clearly predominate over embed-
dedness and hierarchy, while harmony tends to 
prevail over mastery”. Taking into account the 
ideas exposed by Liñán & Fernandez-Serrano 
(2014), it can be concluded that some of the 
European Union countries are more oriented to-
wards developing business while the other meet 
difficulties linked to people’s biasness, lack of 
entrepreneurial knowledge and competences as 
well as traditions. 

It is important to mention that each of the 
factors analysed i.e. public debt, efficiency and 
complexity of entrepreneurship, fixed capital 
generation, dynamics of productivity, technolo-
gy, innovation and governance affects economic 
development of nations being key elements of 
their economic security. At the same time, it must 
be highlighted that each of these elements affect 
the other ones since the economy functions as an 
integral system. For instance, both fixed capital 
and productivity are linked to economic growth, 
but they are also linked to each other. If more 
resources are allocated to fixed capital, produc-
tivity edges will increase as well, due to the fact 
that, for example, new equipment leads to high-
er operational capacity and greater output. The 
same observations can be made considering the 
remaining factors, since a favourable evolution 
in one area will result in positive spill-overs in 
the other i.e. efficient governance motivated en-
trepreneurs to undertake riskier projects which 
can result in new technologies. To exploit this 
innovation, new infrastructure is developed re-
sulting in higher fixed capital generation, the 
technology alongside with the infrastructure 
leading to higher productivity, thus more wel-

fare is created and more taxes are accumulated, 
the fact minimising the need to raise the level 
of public debt. As an overall result, the econo-
my as a whole, government and population are 
better off. These economic interdependencies 
are exemplified in economic growth models i.e. 
Solow-Swan model (stressing the importance 
of technological progress, capital accumula-
tion and productivity), Joan Robinson’s model 
of growth (marking the importance of efficient 
income distribution and capital accumulation), 
endogenous growth model (mentioning the stra-
tegic importance of technology, knowledge and 
human capital).

As a result, it can be underlined that measuring 
economic security through the prism of govern-
mental debt, GDP growth, capital investments, 
productivity, technology and institutions proves 
to be relevant as there are reflected key econom-
ic areas of strategic importance for the efficient 
integration of nations in the global value chains 
and their competitive edges. The present paper 
aims to examine the dynamics of these econom-
ic security indicators at the level of European 
Union countries taking into consideration the 
period of 2006-2016. Therefore, it is possible to 
assess whether the European Union and, conse-
quently, its member countries are moving social-
ly and economically in the right direction as well 
as to determine if economic security of EU has 
generally improved or the community and its 
member states during the researched period have 
become more vulnerable under the pressure of 
the economic security threats and challenges lat-
er identified in this paper.

3.  Methodology

The present paper is based on both qualitative 
and quantitative analyses of data related to the 
economic performance of the European Union’ 
states. Qualitative assessment is applied to iden-
tify the main challenges which are presently 
faced by the community’s member states and de-
termine the degree to which these challenges can 
undermine the future European economic secu-
rity. This evaluation is directed towards mapping 
main socio-economic threats and ordering them 
according to the level of the subversive poten-
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tial. Accordingly, the paper identifies corruption, 
excessive bureaucracy, weakening entrepreneur-
ial culture, terrorism, organised crime, lack of 
strong leadership and eroding values as the main 
perils to the European economic security. It is 
necessary to add that there are other important 
threats hampering economic security in the Eu-
ropean Union i.e. development gaps between the 
regions, raise of populism and migratory crisis, 
these are fundamental risks as well from the per-
spective of the present research since these lead 
also to the erosion of overall economic security 
of the community’s member countries. 

Further, quantitative assessment is applied to 
appreciate the dynamics of overall economic se-
curity level by investigating the evolution of the 
following countries’ indicators in the last decade 
(2007-2016): central government debt, total (% 
of GDP); real GDP per capita growth rate; gov-
ernance quality; productivity performance; high 
tech exports % of total manufactured ones and 
gross fixed capital formation. By performing 
this analysis, it is intended to appraise the degree 
to which the economic positions of the European 
Union’s member countries have changed since 
2007. It is necessary to underline that there is 
a double approach towards assessing the coun-
tries’ dynamics. First, it is noticed the evolution 
in comparison with the previous year and sec-
ond, it is investigated the degree to which each 
country’s indicators surpass the same year Euro-
pean Union’s level. Thereupon, for each indica-
tor registered by the EU countries it is assigned 
1 if the evolution is favourable in comparison 
with the previous year and 0 for the vice-versa 
case. At the same time, it is compared the values 
registered by each country with the same year 
value recorded by the European Union, and in 
case the country’s evolution is more favoura-
ble then it is assigned 1 or otherwise 0. When 
examining the evolution of real GDP per capita 
growth rate, instead of examining the evolution 
as compared to the previous year, it is assigned 
1 only in the case when the growth rate exceeds 
2% a year and 0 in other cases (2% threshold 
marks the average long term tendency of eco-
nomic growth of the European Union registered 
within the last 30 years, 1987-2017, a period 
covering a whole infrastructural investment cy-

cle). As a result, for each indicator examined and 
country it is received n number of favourable dy-
namics, marked with 1 and m of unfavourable 
pointed with 0 from a respective dataset d which 
comprise the period of 2007-2016 and 28 EU 
countries. Consequently, it is calculated the av-
erage a=(n+m)/d, with the maximum value of 1 
and minimal one of 0. The value of a represents 
the degree to which the dynamics of the selected 
indicators of economic security is favourable or 
not with the perfect evolution in case of 1 and 
vice-versa in case of 0. The overall by country 
economic security performance is assessed by 
finding out the respective average comprising 
each dataset. The evolution at the level of the 
EU is calculated by identifying the by year aver-
age of all states. For instance, the dataset com-
prises the 2007-2017 period (or 2016 depending 
on data availability). During this period, for each 
of the indicators is calculated the dynamics in 
comparison with the previous year and the same 
year EU’s average. For each value of a specific 
indicator in a given year is assigned – one value 
of 1 if a specific indicator is favourable in com-
parison with the previous year and another value 
of 1 if this year’s value is higher than EU aver-
age. Thus, consider for example debt score. We 
have for each country the following years 2007, 
2008, 2009…, 2017, in total 11 values. Thus, the 
maximum points, or the ideal situation is when 
a country registered only growing dynamics ex-
ceeding the previous year as well as the EU’s 
one, thus accumulating 22 points. The score of 
dynamics of this country will be 1. Nevertheless, 
this is an ideal case, yet in reality, this value will 
be comprised within 0 and 1, the fact which fol-
lows the rules of fuzzy logic. Thus, if the figure 
1 related to debt score is observed, then it can be 
observed that country with the best evolution is 
Denmark, registering a score of 0.833, the fact 
meaning that in 83.3% of cases, the dynamics of 
this country was favourable both in relation with 
the previous year as well as the European Un-
ion’s average. Finally, the correlation coefficient 
between by country indicators is analysed to 
determine the degree to which these indicators’ 
dynamics are interrelated. In such a way, it is 
possible to understand in a more comprehensive 
way the framework of interdependence between 
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the components of economic security. Through 
performing correlation analysis, it is aimed to 
quantify the direction and strength of the linear 
association between the various components of 
economic security. Also, it is expected to iden-
tify the direction of association, i.e. positive or 
negative, as well as the strength the datasets as-
sociate. By assessing the linear relationship be-
tween the variables, the strength and direction, 
it is possible to create a more comprehensive 
picture of the research matter. It is important 
to mention that no causal relations are aimed 
to be identified, since correlation does not pro-
vide this opportunity. The correlations are only 
drawn to make assumptions about evolution of 
the indicators’ dynamics. Thus, there can be de-
veloped more feasible policies offering coordi-
nated solutions to the issues related to economic 
development. 

The methodology used permits to take into 
account each positive or negative value of the 
evolution of the assessed economic security in-
dicators and therefore come with a quantitative 
measure explicitly describing the general trend. 
In such a way, it can be determined the economic 
security dynamics and therefore take appropri-
ate policy measures to reach specific objectives. 
Accordingly, there have been formulated two re-
search hypotheses including HA and HB. Thus, 
HA states that the level of economic security of 
the European Union has declined in the last dec-
ade. At the same time, HB underlines that the 
threats identified represent considerable risks to 
the community’s economic security.

4.  Results

4.1.  Assessing the evolution of the economic 
security of the European Union in the period 
of 2007-2017

4.1.1.  Debt score
Sovereign debt is a key factor determining 

the level of economic security of a state. It is an 
important source to finance state’s activities and 
if borrowing with moderation, this can improve 
economic growth and as a result higher devel-
opment of the society. Too much governmental 
borrowings as compared to the country’s GDP 
can worsen economic attractiveness causing a 
wide range of problems. High level of debt as re-
lated to GDP makes the economy vulnerable in 
front of external financial and economic shocks 
since it decreases the ability of the state to take 
additional credits or it risks paying burdensome 
interest. Moreover, high debt to GDP ratio can 
make an economy weaker since it can cause the 
raise in taxation rates, boost of inflation or cut 
of governmental spending. As a result, an econ-
omy can slow down and stagnate. Therefore, 
sovereign debt is crucial in determining states’ 
economic security and the control of it plays a 
strategic role in countries’ economic policies. 

According to the information provided in the 
figure 1 it can be observed that Denmark and 
Sweden are the European Union countries with 
the debt performance of 0.833 from 1. These 
states are followed by Estonia, Luxembourg, 
Latvia, Slovakia, Bulgaria, the Czech Repub-

Source: Own processing based on data provided by Eurostat, indicator’s code [gov_10dd_edpt1].

Figure 1 - Analysis of the dynamics of the central government debt, total (% of GDP).
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lic, Malta and Lithuania with an index of 0.722. 
From the perspective of this paper, the previ-
ously mentioned nations are the most secured 
considering central government debt. At the 
same time, there are countries with high per-
formance in terms of debt starting with Germa-
ny (0.667) and finishing with Hungary (0.611). 
The European Union states registering middle 
range performance are Cyprus and Ireland 
(0.500) and Austria (0.444). Finally, it can be 
underlined that France, Portugal, Italy, Greece, 
Belgium, United Kingdom and Spain register 
the lowest performance in terms debt having 
the weakest dynamics. Accordingly, these na-
tions are the most vulnerable in terms of debt 
decreasing the level of overall security of Eu-
ropean economy from this perspective. Thus, it 
can be observed that the second, third, fourth 
and fifth economies of the European Union ac-
cording to the size of the GDP record unfavour-
able dynamics in terms of dept. Worth mention-
ing is the fact that the Eastern European nations 
which integrated into the community in 2007 
and 2004 register favourable evolution of the 
central governmental debt.

4.1.2.  Real GDP growth score
Real GDP growth rate is a macroeconomic 

measure reflecting the evolution of economic 
output of a country excluding the influence of in-
flation or deflation. Thus, this indicator permits 
assessing the actual size of welfare provided by 
an economy during a certain period of time. In 
such a way, by adjusting the money-value meas-
ure of nominal GDP it can be obtained a measure 

of general economic output. Taking into account 
these facts, it is necessary to underline that real 
GDP growth is crucial for the economic securi-
ty of a state it reflecting growth of national in-
come, of production capacity, productivity, em-
ployment and shows how healthy and dynamic 
an economy is. Generally, a higher level of real 
GDP determines increased living standards for 
the population which is the main goal of an ad-
vanced economic system as well as highlighting 
its competitiveness level.

The information regarding the analysis of the 
dynamics of real GDP per capita growth rate is 
depicted in the figure 2. Consequently, it can 
be remarked that Lithuania and Poland register 
the highest scores in terms of real GDP growth 
(0.94). These states are followed by Slova-
kia, Malta (0.83) as well as Bulgaria, Romania 
(0.78), Estonia and Latvia (0.72). Middle range 
performance in terms of the dynamics of the 
real economic output growth has been record-
ed by the Czech Republic (0.56), Sweden, Ger-
many, Hungary, Ireland and Slovenia (0.44). 
At the same time, it can be pointed out that 14 
European Union states out of 28, including the 
second, third, fourth and fifth economies of the 
community according to the size of GDP meet 
stagnating dynamics of this indicator. These 
countries i.e. Italy, Greece, Denmark, France, 
Belgium, the United Kingdom, Netherlands, 
Portugal and Spain, etc., are the most vulnerable 
from the perspective of economic development. 
Furthermore, it can be observed that the Eastern 
European Union countries registered secure dy-
namics of real GDP growth. 

Figure 2 - Analysis of the dynamics of real GDP per capita growth rate.

Source: Own processing based on data provided by Eurostat, indicator’s code [tsdec100].
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4.1.3.  Fixed capital investments score
An important indicator for the economic se-

curity of a country is the gross fixed capital for-
mation it reflecting the evolution of economic 
fundament on which a nation is based. It meas-
ures the size of acquisitions of fixed assets by 
the business sector, government and households, 
yet, in the present research only the first 2 were 
considered. This indicator is decisive for eco-
nomic security since it reveals the evolution in 
the general infrastructure including roads, rail-
ways, social infrastructure i.e. schools, hospi-
tals, commercial and industrial infrastructure, 
buildings, machinery, equipment purchases, 
construction of plants and so on. Accordingly, 
the higher is this indicator more probable is the 
economy to grow as it is offered a fundamental 
basis for development. 

The figure 3 presents the analysis of the dy-
namics of gross fixed capital formation in the 
countries of the European Union. As it can be 
observed, the highest performance is registered 
by Finland (0.78), followed by Sweden (0.76), 
Poland, Romania, France (0.70), as well as Es-
tonia, Slovakia (0.68), Bulgaria, the Czech Re-
public (0.65). Middle range scores are reported 
by Croatia, Latvia, Slovenia, Hungary, Austria, 
Luxembourg, Netherlands, Belgium, Lithuania 
and Spain as well as Denmark. Weaker mid-
dle range records are shown by Greece (0.43), 
Portugal, Malta, Germany, Cyprus and Ireland 
(0.38). At the same time, the weakest dynamics 
are characteristic for Italy (0.11), United King-
dom (0.24). The relatively low performance in 

the gross fixed capital dynamics (scores lower 
than 0.50) demonstrate that the countries are not 
forcing the formation and improvement of new 
socio-economic infrastructure this fact decreas-
ing the countries’ long run economic competi-
tiveness which has negative consequences over 
the economic security since the economies are 
left without fixed capital support. As a result, 
states’ economies become more vulnerable. 

4.1.4.  Productivity score
Productivity is a key indicator of economic 

performance and security reflecting the efficien-
cy of states’ businesses and government. Coun-
tries registering higher levels of productivity per 
unit of input used tend to have superiority over 
other nations since its economic potential is ad-
justed and capable of providing more feasible 
outputs. Moreover, productivity determines the 
future capacity of an economy to prosper and 
grow. Positive dynamics of economic efficiency 
is a result of enhancements coming from techno-
logical, innovation and logistics improvements 
as well as from the increase of human skills 
and competences. Melioration of productivity 
is a strategic endeavour of governments across 
the world since it leads to more competitive 
economic processes capable of offering higher 
standards of living and output as related to the 
quantity of input used. 

As it can be observed in the figure 4, Den-
mark, Netherlands, Ireland, United Kingdom 
record the most favourable dynamics in terms 
of productivity (0.89). These countries are fol-

Source: Own processing based on data provided by Eurostat, indicators’ code [gov_10a_exp] & [nama_10_an6].

Figure 3 - Analysis of the dynamics of gross fixed capital formation.
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lowed by Sweden, Belgium and France (0.83). 
Also, propitious evolution is reported by Lux-
embourg, Germany, Italy (0.78), Finland and 
Austria (0.72). Middle performance is char-
acteristic for Poland, Spain (0.50) as well as 
Slovakia, Bulgaria and Lithuania (0.44). Most 
vulnerable economies from the point of view of 
productivity are Greece which registered dur-
ing the researched period only negative dynam-
ics and actual value smaller than the European 
Union’s average. It is followed by Portugal, 
Hungary, Cyprus, Croatia, Slovenia, the Czech 
Republic, Estonia, Romania, Malta, and Latvia 
raging between 0.28 and 0.39. It is necessary 
to underline that the countries from the Eastern 
European Union are among least performing 
nations in terms of productivity. This fact high-
lights that these economies make the community 
vulnerable from the point of view of productiv-
ity since it is weakened the whole Union’s eco-
nomic efficiency edge. Furthermore, there are 
important discrepancies between the productiv-
ity dynamics registered by the first 10 best and 
least performing nations in terms of productivity 
dynamics, the fact menacing the harmonious de-
velopment of the Union as a whole. 

4.1.5.  Technology score
High technology is determinative in improv-

ing economic security of a nation. Countries 
which intensively exploit the benefits of inno-
vation are more competitive and have increased 
adaptability capacity and are less vulnerable 
to external threats. Technology enhances eco-

nomic potential through boosting productivity, 
efficiency and economic resilience. Moreover, 
innovation create high value added jobs, fosters 
the creation of human capital and creates more 
complex and advanced business relations, and 
economic processes which in contributed to 
overall competitiveness performance through 
developing technology integrated industries and 
services. Furthermore, it leads to the transfor-
mation of workforce significantly improving ac-
tivities’ effectiveness. Innovation supports busi-
nesses in delivering more progressive products 
intensifying quality of living standards. Thus, 
technology is decisive in boosting economic se-
curity of states.

By analysing the information provided in the 
Figure 5, it can be marked that United Kingdom 
and France are the leading technology powers of 
the European Union registering the best dynam-
ics and performance (0.89). They are followed 
by Ireland (0.74), Netherlands (0.63) and Malta 
(0.58) and so on. It is necessary to mention that 
the score reflects the dynamics performance and 
the relative position to the European Union’s 
average considering the weight of high tech ex-
ports in the total manufactured ones. By assess-
ing this score, it is determined the efficiency of 
industrial sector taking into account the external 
competition since exports require high level of 
products’ performance. In these conditions, it is 
an imperative task for the European Union, in 
general, as well as for weakest European nations 
in terms of technology to take adequate meas-
ures to enhance states’ technological and inno-

Figure 4 - Analysis of the dynamics of productivity performance.

Source: Own processing based on data provided by Eurostat, indicators’ code [nama_10_gdp] & [nama_10_
a10_e].
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vation performance, particularly in the industrial 
sphere. The situation in this area should be warn-
ing for the decision making factors of the Eu-
ropean Union since 23 out of 28 member states 
mark lower than 0.50, the fact characterising that 
the evolution in this field of these countries dur-
ing the last decade was rather unfavourable. 

4.1.6.  Institutional score
Governance performance is crucial in de-

termining the level of economic security of a 
country. It shows the evolution of governance 
efficiency intermediating market relations and, 
consequently, determining economic compet-
itiveness through the prism of institutions. The 
analysis of the dynamics of this indicator per-
mits assessing the general evolution of country’s 
performance in terms of control of corruption, 
political stability and absence of violence, voice 
and accountability, government effectiveness, 

regulatory quality and rule of law. The assess-
ment considers aggregated scores comprising all 
of these dimensions. 

As it can be remarked in the figure 6, the dy-
namics and performance of the European Union 
countries in terms of governance quality is het-
erogeneous. Thus, the leading nations registering 
higher scores are Netherlands (0.84), Luxem-
bourg (0.79), United Kingdom (0.79), Belgium 
(0.79), Germany (0.74), Sweden (0.68), Malta 
(0.68), Finland (0.68), Austria (0.68), as well 
as Denmark (0.63), Estonia (0.63) and France 
(0.63). Low dynamics performance is recorded 
by Croatia, Latvia and Poland (0.32), as well as 
Portugal and Romania (0.37). As a result, it can 
be underlined that the evolution in terms of insti-
tutional effectiveness in 15 nations of the Euro-
pean Union is rather unfavourable which marks 
serious deficiencies in the governance quality. 
Accordingly, the weakest states in terms of the 

Figure 5 - Analysis of the dynamics of high tech exports % of total manufactured ones.

Source: Own processing based on data provided by World Bank. 

Figure 6 - Analysis of the dynamics of the governance quality indicators. 

Source: Own processing based on data provided by World Bank.
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institutional dynamics are the vulnerable spots of 
the community which can menace the future eco-
nomic security of the European Union as a whole 
if the tendency is kept for the subsequent period. 

4.1.7.  Overall score
The overall score of the European Union’s eco-

nomic security dynamics was assessed by cal-
culating aggregated by country scores’ average 
comprising the following dimensions: debt, real 
GDP growth, fixed capital investments, produc-
tivity, technology and institutional performanc-
es. Accordingly, it can be underlined that the na-
tions’ scores can be structured into four groups 
including high (0.55 to 0.65), middle (0.48 to 
0.54), middle-low (0.40 to 0.47) and low (0.10 
to 0.39) economic security performance (figure 
7). Thus, the first group includes the follow-
ing countries i.e. Sweden (0.65), Netherlands 
(0.63), Malta (0.60), Ireland (0.60), Germany 
(0.59), Poland (0.58), Luxembourg (0.58), Fin-
land (0.58), Denmark (0.56) and United King-
dom (0.55). These nations have relatively strong 
positions in terms of economic security. They 
register both favourable dynamics as compared 
to the previous years as well as compared to the 
overall dynamics of the European Union’s av-
erage in most of the cases. These states are less 
vulnerable to both external and internal shocks 
having an increased capacity to record econom-
ic growth. These states’ economies are charac-
terised by a high degree of strength and being 
exposed the less to the economic risks in the 
community. Consequently, the second group of 
states comprise Slovakia, France and Romania 
(0.54), as well as Latvia (0.53), Bulgaria (0.52), 

Lithuania (0.52), Austria (0.51), the Czech Re-
public (0.48) and Belgium (0.48). They regis-
ter a moderate level of economic security, their 
economic potential is strong, yet having certain 
weaknesses i.e. in terms of indebtedness, insti-
tutions, innovation potential, the fact hindering 
them from reaching the full potential of develop-
ment. They lack prominence and economic ex-
cellence of the first group. Their advantages are 
related to well-balanced approaches in develop-
ing policies capable of minimising weaknesses 
and enforcing strengths, economic potential be-
ing efficiently calibrated. The third group em-
braces Slovenia (0.43), Croatia (0.42), Cyprus 
(0.42) and Hungary (0.41). These states regis-
ter important weaknesses in terms of econom-
ic security, the effect of their policies upon its 
dynamics being limited. They are vulnerable in 
dealing with external and internal shocks being 
less flexible and efficient in boosting economic 
growth. These countries have a limited capacity 
in reframing their economic potential to enhance 
the development perspectives. They should 
tackle key obstacles which must be carefully 
identified to foster their current economic secu-
rity positions. The last group which comprise the 
most vulnerable states from the point of view of 
economic security includes Greece (0.17), Italy 
(0.24), Portugal (0.28) and Spain (0.39). This 
group includes the nations which have suffered 
the most from the 2009 economic and financial 
crisis. Their economic security is the lowest 
among all nations, the dynamics being weak 
both in comparison with the previous years as 
well as EU’s average. These countries are the 
most vulnerable and need consistent support 

Source: Own processing.

Figure 7 - Analysis of overall economic security performance. 
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from other EU nations to succeed in combating 
stagnation and to boost their potential. These 
states’ growth potential seems to be exhausted 
and the policies which were implemented during 
the period have had limited effect. Accordingly, 
it can be observed that the Southern part of the 
European Union is its weakest region from the 
point of view of economic security. The North 
is the most secured economic region of the com-
munity. The majority of the Eastern European 
countries are positioned in the middle. 

4.1.8.  Evolution of overall economic security 
performance in the European Union

By analysing the evolution of overall eco-
nomic security of the European Union it can be 
observed that the community has not recovered 
the positions held until the crisis. Thus, if in 
2007 the overall index was 0.595 then in 2016 
it represented 0.537 (fig. 8). Moreover, during 
the period of 2009-2014 it can be noticed a pe-
riod of relative stagnation with values of the in-
dex accounting for less than 0.500. The highest 
position in the post crisis years was registered 
in 2015, 0.562 with negative dynamics for the 
next year. If assessing the extent to which eco-
nomic security dropped in the period of 2007-
2016, then it can be noted that the decline makes 
11.6%. In such a way, it can be remarked that 
the European economy is struggling to revive, 
yet external and internal socio-economic factors 
constrains the growth and the policies developed 
in this regard has weakly helped. The EU’s econ-
omy has not efficiently reaped the potential of 
growth in the post crisis years, recovery taking a 

too long period and namely 6 years, 2009-2014. 
Even in 2016 the community has not exceeded 
pre-crisis levels of its economic security dynam-
ics. It is important to underline that as long as the 
European Union’s economic positions stagnat-
ed, the world’s economy has grown with 44.5%. 
This fact demonstrates that EU’s economic posi-
tions have declined and a consolidation of single 
market is needed. Economically secured nations 
should provide considerable investments to the 
South and East of the community, these regions 
needing development projects in the area of in-
frastructure, technology and institutions. 

4.1.9.  Assessing interdependencies among 
the dynamics

It has been calculated the correlation coeffi-
cient between the indicators of economic security 
to identify if there are any interconnections and 
if the dynamics of these indicators tend to follow 
the same growth tendency. In such a way, through 
performing correlation analysis it is aimed to con-
firm the existence of the relationship between the 
various elements of economic security and which 
is the extent of strength of this relation. Accord-
ingly, it has been detected that there is strong re-
lation between debt and GDP (0.59). Thus, the 
evolution of the dynamics GDP in the European 
Union is positively correlated with the dynamics 
of debt the countries incur. The situation becomes 
rather unfavourable if the expansion of an econ-
omy on the base on debt is oriented to current 
consumption. Simultaneously, debt can stimulate 
long run development and improve economic se-
curity of a nation if it is transformed into invest-

Figure 8 - Analysis of the evolution of economic security performance in the EU.

Source: Own processing. 
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ments, including fixed capital ones. Consequent-
ly, it can be noticed that there is middle-strong 
correlation between debt and fixed capital forma-
tion of 0.37. This fact, demonstrates that there is 
a weak relation between these variables which 
allows inferring that most of the debt in the Eu-
ropean Union is directed to short run goals rather 
than long run ones. There is a relatively strong 
correlation coefficient between GDP and Capital 
(0.49) which could be expected since growth or 
drop in the formation of capital leads to weaker 
evolution of GDP, fixed investments being an im-
portant part of the countries’ GDP. There is also 
a strong positive correlation coefficient between 
productivity and institutions (0.75). Put into a 
general perspective this fact demonstrates that an 
improvement of bureaucratic environment cer-
tainly leads to productivity growth and vice versa. 
Institutional environment is middle – strong cor-
related (0.38) with the technology performance 
of nations. In this case, an explanation could be 
the idea that institutional progress and innovation 
are mutually determined through the implemen-
tation of high technology in the bureaucratic pro-
cesses. Final relatively strong positive correlation 
is assessed between productivity and technology 
(0.44). This positive relation demonstrates that 
the dynamics of growth in the technological per-
formance of a country is positively linked with 
the dynamics in productivity (table 1). Weak cor-
relation of any sign (positive/negative) is identi-
fied between productivity and debt (-0.07), GDP 
(-0.28), and capital (-0.08), technology and debt 
(-0.28), GDP (-0.18), and Capital (-0.21) as well 
as for Institutions and Debt (0.04), GDP (-0.13) 

and Capital (0.05). These weak relations under-
line the fact that productivity, innovation and 
institutions behave rather independently from 
debt, GDP and capital and these variables are not 
feebly interconnected. 

4.2.  Conceptual framework: Identification of 
the potential threats which can undermine 
the future economic security of the European 
Union

The present research identifies corruption, bu-
reaucracy, declining entrepreneurial culture, ter-
rorism, organised crime, weakened leadership, 
eroding fundamental values, present develop-
ment gaps, raise of populism and migratory cri-
sis as being the main menaces to the economic 
security of the European Union and its member 
countries. These threats have strong potential 
to undermine the community’s development 
potential acting as eroding factors of economic 
efficiency and competitiveness. They negatively 
influence all aspects of social, political and eco-
nomic life of the member countries contributing 
to grinding the fundament of the European Un-
ion – the free market, the basis of competitive-
ness, growth, technological and innovative pro-
gress as well as efficiency. To be more precise, 
it is important to mention that all these threats 
discredit the ideas linked to the European Union 
menacing the existence of the community. For 
instance, corruption demotivates the business 
to develop and increase its efficiency edges. It 
destroys market mechanisms leading to wors-
ening dynamics of the private investments the 

Table 1 - Correlation coefficients between indicators of economic security.

Debt GDP, 
growth rate Capital Productivity Technology Institutions

Debt 1
GDP,
growth rate 0,59 1

Capital 0,37 0,49 1
Productivity -0,07 -0,28 -0,08 1
Technology -0,28 -0,18 -0,21 0,44 1
Institutions 0,04 -0,13 0,05 0,75 0,38 1

Source: Own calculations. 
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fact hampering economic development. The 
risks of corruption grow in a bureaucratised en-
vironment, where public sector has important 
influence upon economic processes. Alongside 
corruption, excessive bureaucracy can raise fa-
vouritism, nepotism and clientelism which also 
diminish the efficiency of an economy. Bureau-
cracy and corruption are two fundamental caus-
es of declining business climate, creating net-
works hindering overall transparency of public 
funding allocation, promoting bribery, extortion, 
and embezzlement. At the same time, it is impor-
tant to mention that the present European Union 
is affected by weak leadership & economic dif-
ficulties which cause a weaker adhesion of the 
population for the European values, which are 
also undermined by an erosion process fuelled 
by populism, accentuating development gaps, 
weak entrepreneurial culture, migratory crisis, 
organised crime, and terrorism. These challeng-
es alongside corruption and bureaucracy threat-
en the proper existence of the EU. In the pres-
ent form, the EU is limited in tackling all these 
threats, therefore, consolidation is required. In 
order to understand more comprehensively the 
influence of these threats upon economic se-
curity of the European Union, it is necessary 
to frame and perceive the community and the 
member countries’ social, economic and politi-
cal aspects as whole and integral parts of a mech-
anism which we call the Europe. It is a system 
which includes people and values determining 

the way this people live and work, consequently, 
a change in one area will bring other changes in 
another. Thus, despite the threats identified may 
be different in nature and matter they certainly 
affect the degree to which an economy is secure, 
their influence coming from various directions. 

Threat number 1: Corruption
Corruption is one of the main impediments to-

wards the economic development of the Eastern 
and Southern European Union countries. It en-
demically affects each aspect of socio-economic 
and political life. Corruption in these regions of 
the European Union is widespread, the business 
sector and population suffering as well. Particu-
larly dangerous is high to middle rank political 
and economic corruption it determining the ef-
fectiveness of strategic socio-economic decision 
making. In consequence, key resolutions on par-
ticular areas of development can be motivated 
by obscure interests and therefore leading to 
the realisation of individual goals rather than of 
general public. Moreover, rottenness of high to 
middle rank elites undermines the effectiveness 
of law enforcement as well as of the principles 
of law neutrality. Thus, the basic principle of a 
modern society, and namely the rule of law is 
eroding. Unfortunately, corruption is a core 
problem of the European Union and its eradica-
tion is stumbling. 

As it can be observed in the Figure 9, the coun-
tries of the European Union can be differentiated 

Note: In 2007, 179 countries were ranked, while in 2017, 180.
Source: Designed by the author based on data provided by Transparency International. 

Figure 9 - Rankings of the EU countries according to the Corruption Perception Index.
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into four groups taking into consideration their 
performance in terms of corruption. Thus, the first 
group is formed by countries registering relative-
ly high performance and insignificant change in 
their dynamics. The second group comprises the 
countries recording a weak evolution in terms of 
corruption irrespective of their rankings relative-
ly high or low the key focus being the dynamics. 
The third group includes the advanced nations 
of EU in terms of corruption performance reg-
istering positive dynamics. The fourth group is 
composed from nations with low rankings in the 
rating yet having favourable dynamics or in oth-
er words succeeding in reducing corruption. It is 
of strategic importance that all the nations of the 
European Union continue to mobilise efforts in 
combating corruption. Yet, the nations from the 
second and fourth groups should pay particular 
attention to eradicating corruption since they are 
highly vulnerable from this point of view. 

Threat number 2: Excessive bureaucracy
Excessive participation of the state in the eco-

nomic processes reduces the competitiveness of 
the European economy which tends to become 
less attractive due to excessive taxation and 
regulation. European business is both subject 
to communitarian rules and national ones the 
fact determining increased pressure upon the 
entrepreneurship. The communitarians as well 
as the national actors are aware that reforms are 
necessary to enforce the liberalisation of the 
economy, yet, due to the lack of consensus and 
understating among the various groups i.e. EU 

and national governments, businesses, trade un-
ions the process is hampered. Despite of the ef-
forts made to enhance liberalisation, rigidity is 
still assessed in tax, goods, services and public 
procurements areas. Moreover, there are prob-
lems linked to mutual recognition of laws, this 
fact disrupting the efficient functioning of the 
single market. This research regards bureaucra-
cy through the prism of governmental revenue 
% of GDP, or in other words, how much of the 
economic welfare created during a year goes to 
government. Thus, the higher is the participa-
tion the more the economy is state oriented and 
therefore a more important role the government 
will play in determining overall economic pro-
cesses. It is important to mention that govern-
mental revenue represents the totality of tax, 
non-tax and capital revenue perceived by state. 
High involvement of the state in overall eco-
nomic activity determines its bureaucratisation 
since the decision making is transferred from 
the free markets to government. 

Accordingly, it can be observed that despite of 
the efforts made by the European Union in the 
direction of liberalisation during the last period 
the involvement of government in the economy 
has growth with 1% during the period of 2007-
2016 to reach 44.7% (figure 10). The countries 
with the highest level of governmental revenue 
% of GDP from the European Union are Fin-
land, Denmark, France, Belgium, Sweden and 
Greece. At the same time, lowest values are 
characteristic for Ireland, Romania, Lithuania, 
Bulgaria, Latvia, Spain and United Kindom. 

Source: Eurostat, indicator’s code [tec00021].

Figure 10 - Total general government revenue % of GDP.
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For comparison, in the USA government con-
trols only 32.9% of the economy (OECD, 2016). 
Thus, it can be observed that between the two 
entities of comparable economic size and pop-
ulation there is almost 12% difference in extent 
of governmental involvement in the economy. 
Considering that the nominal GDP of the Euro-
pean Union according to the World Bank (2016) 
is 16.48 trillion dollars, it means that the Euro-
pean Union’s business allocates $1.96 trillion 
more of economic welfare to government, thus, 
having less funding available for investments as 
compared to the US counterparts. In such con-
ditions the businesses as the main contributors 
in the European Union are less competitive as 
compared to the USA due to the increased state 
interference into the economy. From this per-
spective, it can be generally assessed that there 
is an increased level of bureaucratisation in the 
EU hampering overall economic growth and re-
ducing the competitive capacities of European 
business to compete globally.

Threat number 3: Weakening entrepreneurial 
culture

National culture is determinative in defining 
the entrepreneurial power of a nation which 
contributes to the creation of wealth and eco-
nomic development. Nevertheless, the same 

source comes to underline there are a range of 
specific characteristics which is contributing to 
the division of the European culture into four 
groups. Consequently, Central and Northern 
Europe tend to share the same values and prin-
ciples and be closest to stereotypical European 
culture while English speaking, Mediterranean 
and Eastern European nations have peculiar 
quiddities. National culture determines the 
extent to which entrepreneurship is favoured, 
as a result, the degree to which the socio-eco-
nomic, political and institutional environment 
permits developing business activities without 
meeting barriers of any kind starting from brib-
ery and finishing with excessive formalization. 
This fact is reflected by nations’ efficiency in 
developing business activities which is conse-
quently assessed by various indexes including 
economic freedom, ease of doing business and 
economic competitiveness.

Figure 11 summarises the information pre-
sented in the Annex 1. By yellow colour there 
are counted the EU nations which record weak 
rankings in terms of specified indexes (not en-
tering in the first 30 nations according to the 
ratings). Also, yellow colour determines nega-
tive change and the drop in the rankings. Conse-
quently, green colour points out nations included 
in the first 30, as well as the countries which reg-

Source: Annex 1. 

Figure 11 - Classification of EU countries by the favourability of business environment.
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istered positive change or increase of the ratings. 
By analysing the economic freedom, it can be 
observed that 19 out of 28 nations recorded neg-
ative change of their positions in the rankings 
and also one country dropped out of the top 30. 
Economic competitiveness comes to underline 
the same dynamics of the change, but in this case 
two states dropped out of first 30 nations. Nev-
ertheless, ease of doing business expresses that 
business environment improved in the EU since 
in 2007 there were only 12 countries (25 nations 
were ranked) and respectively 16 by 2017 in top 
30. The change is also positive, 20 countries out 
of 25 ranked in both years improving their ranks. 
Annex 1 comes to complete the figure 11, by ex-
plicitly underlining the nations’ rankings and the 
extent of change. 

By evaluating these indicators, it can be un-
derlined that the European countries have het-
erogeneous performances in terms of entrepre-
neurial environment efficiency. Thus, most of 
the Eastern European and Mediterranean coun-
tries have generally lower performances in the 
area of business as compared to the Northern 
and Western counterparts. Some Eastern Euro-
pean nations report positive dynamics, while 
the Southern part of the community is rather 
stagnating. If generally assessing the dynam-
ics of European entrepreneurial efficiency, it 
can be noticed that according to two indica-
tors out of three, 19 states out of 28 decreased 
their positions in terms of business efficiency 
at one or another extent. This fact underlines 
the idea that the entrepreneurial culture in the 
community is slightly eroding, the European 
Union losing ground. Moreover, if in 2007 the 
share of nations with relatively high business 
environment performance was equal to those 
having moderate one than in 2017 the propor-
tion was changed in the favour of the last. As a 
result, it can be observed that entrepreneurial 
environment is slowly eroding and therefore 
the European business culture is weakening. 

Threat number 4: Terrorism
The European Union has a relatively low ca-

pacity to combat terrorism within its borders as 
compared to the United States. Its institution-
al framework is not adapted to meet this chal-

lenge and excessive bureaucratisation reduces 
the chances of acting timely. Moreover, there 
is a low level of cooperation among the mem-
ber countries in this area. The European Union 
certainly lacks unique institutions capable of co-
ordinating anti-terrorism efforts and developing 
effective policies in this area. Terrorism is an 
important threat which should not be underesti-
mated since it directly affects individual security 
of millions of Europeans. 

According to Europol (2015-2017) in the 
period of 2014-2017 there have been commit-
ted 38 terrorist attacks in the largest cities of 
the European Union including Paris, Brussels, 
Nice, Berlin, Stockholm, Manchester, London, 
Barcelona and Marseille. In these attacks 349 ci-
vilians were killed and 2167 injured. Besides di-
rect victims, it is the psychological impact upon 
the population which cannot be quantitatively 
assessed. In the conditions of growing terrorist 
threat, the European Union should consolidate 
its efforts and implement best international prac-
tices in this regard. The issue of community’s 
security is of key importance to insure that the 
European citizens are safe. 

Threat number 5: Organised crime
Organised crime is one of the main threats to 

the economic security of the European Union. 
It undermines economic processes causing the 
erosion of socio-economic equilibrium. Organ-
ised crime disrupts economic competitiveness 
through its destructive effects upon institutions 
and social life. Organised crime includes human 
trafficking and sexual exploitation of women 
and children, drugs and arms trafficking, mon-
ey laundering, corruption, and computer crimes, 
etc. These lead to the erosion of social values 
and raise of overall insecurity in the society. The 
present institutional framework in the European 
Union has several structural weaknesses occur-
ring as a result of by country legislative heteroge-
neity. Supranational status of the EU institutions 
aimed to combat crime and lower than necessary 
cooperation at the inter-state level leads to the 
occurrence of legislative and enforcement gaps 
reducing the efficiency of efforts in this area. 
Europol (2017) mentioned that organised crime 
uses their illicitly obtained assets accounting for 
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hundreds of billions to infiltrate legitimate econ-
omy. As a result, it represents an important threat 
to economic security which needs efficient con-
trol and eradication. 

 
Threat number 6: Lack of strong leadership 
and eroding values

The European Union due to its heterogeneity 
lacks strong leadership capable of offering ef-
ficient solutions to the present and future chal-
lenges. The current institutional arrangements 
comprising two-tiers and namely national and 
supranational levels is impeding operative deci-
sion making process which results in stalemate 
situation in which one country can undermine 
the decisions of other 27 nations. Excessive de-
centralisation of power inside the community 
weakens its positions which in the conditions of 
feeble strategic orientation threaten the future 
development perspectives of the Union as an en-
tity. In such a way, it can be highlighted that the 
debt crisis in Greece, Brexit, separatist atmos-
phere in Spain, and Russian expansion comes to 
point out that the community is lacking strong 
leadership capable of mobilizing efforts in an 
age of changes. This weakness is accentuated by 
the existence within the European Union of two 
speeds of integration, thus, on one hand there 
are countries members of the Eurozone and on 
the other hand the nations which did not adopted 
common currency, despite of meeting the mem-
bership criteria. 

Moreover, lack of strong leadership and en-
forcement of the decision making process lead 
to the erosion of fundamental values on which 
the European Union is created i.e. respect for 
human dignity and human rights, freedom, de-
mocracy, equality and the rule of law. European 
identity which developed since the conclusion of 
the Agreement on Steel and Coal has suffered 
much in the second decade of the 21st century 
due to exaggerations and misinterpretations of 
values. Legality comes to contradict legitimacy 
as there are important legal differences among 
the countries of the community the fact contrib-
uting to the erosion of the European identity. 
Thus, according to Parlemeter (2017), a survey 
performed by the European Parliament to assess 
the people’s view about the European Union, the 

share of interviewees responding that the com-
munity is going in the “wrong” direction has in-
creased from 23% in 2007 to 44% in 2017, while 
those who mention that the European Union is 
moving in the “right” direction dropped from 
40% in 2007 to 31% in 2017.

Threat number 7: Development gaps between 
the regions

The 2004th, 2007th and 2013th waves of the Eu-
ropean integration created socio-economic mis-
balances inside the community due to the devel-
opment gap existing between the Western and 
Eastern member countries. Despite of different 
efforts aimed to reduce this disparity including 
Cohesion Policy, Europe 2020, the European 
Union failed in general to realise this goal since 
presently there is a high difference between the 
levels of the economic prosperity in the West 
and East. However, it is necessary to underlie 
that important steps have been made towards 
this direction since the disparities were reduced. 
Thus, the present EU is characterised by con-
siderable disequilibrium in the socio-econom-
ic sphere. This differentiation undermines the 
possibility of the community to consolidated its 
economic potential and broaden the area of co-
operation to reach increased output and compet-
itiveness due to the fact that the environment is 
more plain. In such a way, the countries register 
significant gaps in the implementation perfor-
mance of communitarian policies or strategies. 
Moreover, the differences are noticeable be-
tween the Northern and the Southern European 
Union countries, which accentuated in the post 
crisis years. In these conditions, the European 
Union risks to fail in the consolidation of its 
economic positions to enhance its competitive 
capacities. 

Threat number 8: Rise of populism & migra-
tory crisis

Populism menaces the proper existence of the 
European Union since it has already convinced 
the citizens of the United Kingdom to vote 
“leave” from the community. In the conditions 
when the Western European countries “opened” 
the doors for millions of non-European mi-
grants, the threat of populism can grow, the fact 
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already proved by the recent elections in Italy 
where the so called – populist party “Five Star 
Movement” pledging for “no migrants” scored 
32.22% (1st place) and the far-right party “the 
League” supporting also the “no migrants” op-
tion scored 17.69% (The Guardian, 2018). Ac-
cordingly, the policies promoted by Germany, 
France and the Scandinavian EU nations in the 
area of migration lobbying them at the level of 
the European Union and imposing other states 
to implement them created strong divisions in 
the European society. The migratory challenge 
and the rise of populism are undermining the 
“unity” of the community alienating the Euro-
pean countries and their citizens from building 
a shared society. 

5.  Conclusions

By taking into consideration the results 
reached, it can be mentioned that the first hy-
pothesis, HA, is accepted, it stating that the lev-
el of economic security of the European Union 
declined. Thus, the level of overall economic 
security in the community has dropped in the 
period of 2007-2017 with more than 10%. The 
Western European nations are the most econom-
ically secured countries in the EU followed by 
the Eastern European nations which integrated 
in the community in 2004, 2007 and 2013. The 
Southern counter-parts despite being more eco-
nomically developed as compared to the East-
ern ones are more economically vulnerable, the 
risk of being affected by external and internal 
shocks being higher. These countries registered 
the lowest levels of economic security. The 
Eastern nations were more balanced in promot-
ing their economic policies the fact demonstrat-
ed by higher overall scores of the economic 
security indicators. It is important to highlight 
that the Southern and Eastern European Union 
countries need more comprehensive support 
of the Northern and Western partners. Specif-
ically, this support should take the form of in-
frastructural and technological investments in 
these nations’ economies to boost their growth 
potential. In this way, consolidation of econom-
ic security and enhancement of these nations’ 
economies would strengthen overall economic 

potential of the EU making its economy more 
competitive on the global arena. Deepening co-
operation between the North, West, South and 
East will lead to making all parties better off, 
since it is always beneficial in having a stable 
and prosperous neighbour with whom you can 
develop common business compared to a poor-
er one who has nothing to offer. The present 
research, also accepts, the second hypothesis, 
HB, it underlining that the threats identified 
represent considerable risks to the community’s 
economic security and future growth potential. 
Corruption, excessive bureaucracy, weakening 
entrepreneurial culture, terrorism, organised 
crime, lack of strong leadership, eroding val-
ues, presence of development gaps between 
the regions, raise of populism and migratory 
crisis, raise uncertainty regarding the develop-
ment perspectives of the single market. Con-
sequently, there should be undertaken several 
core reforms to tackle these menaces as well as 
to improve the overall competitiveness of the 
European Union in the conditions of growing 
globalisation. The community should pursue a 
wide optimisation process aimed to reduce eco-
nomic waste especially in the public sector and 
invest in the development of its entrepreneuri-
al sector in order to be competitive enough to 
re-boost its economic progress. Accordingly, 
by fostering institutional environment and in-
novation capacities of the business sector the 
European Union will be capable of enhancing 
its productivity capacities which in turn will 
empower overall economic competitiveness.

It is necessary to underline that the present 
research has several limitations including: 
besides the identified threats there are other 
factors influencing negatively the level of eco-
nomic security i.e. unfair market competition. 
Also, an important element to the economy of 
a nation is its energy security which was not 
covered in this research and serves as a dis-
cussion to be analysed comprehensively in the 
future. Moreover, there were weakly presented 
the methods which can be applied to improve 
economic security in the European Union and 
tackle the main challenges. At the same time, 
it is necessary to underline that the correlation 
analysis applied does not allow identifying the 
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existence of causal relations among the var-
iables, it only providing an overview of the 
dynamics’ relationship. These directions can 
serve as important starting points for perform-
ing further research on these issues with the 
aim of enhancing the understating of the EU 
and national governments, academic society as 
well as interested individuals upon economic 
security in the European Union. 
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Annex 1 - Rankings of the EU countries based on business efficiency indicators

Economic Freedom rank Ease of doing 
business rank

Economic  
Competitiveness rank

2007 2017 Change 2007 2017 Change 2006 2017 Change
AT 25 30 -5 30 19 11 17 19 -2
BE 17 49 -32 20 42 -22 20 17 3
BG 62 47 15 54 39 15 72 50 22
HR 109 95 14 124 43 81 51 74 -23
CY 20 48 -28 - 45 - 46 83 -37
CZ 31 28 3 52 27 25 29 31 -2
DK 13 18 -5 7 3 4 4 12 -8
EE 12 6 6 17 12 5 25 30 -5
FI 16 24 -8 14 13 1 2 10 -8
FR 45 72 -27 35 29 6 18 21 -3
DE 19 26 -7 21 17 4 8 5 3
EL 94 127 -33 109 61 48 47 86 -39
HU 44 56 -12 66 41 25 41 69 -28
IE 7 9 -2 10 18 -8 21 23 -2
IT 60 79 -19 82 50 32 42 44 -2
LV 41 20 21 24 14 10 36 49 -13
LT 22 16 6 16 21 -5 40 35 5
LU 8 14 -6 - 59 - 22 20 2
MT 42 50 -8 - - - 39 40 -1
PL 87 45 42 75 24 51 48 36 12
PT 43 77 -34 40 25 15 34 46 -12
RO 67 39 28 49 36 13 68 62 6
SK 40 57 -17 36 33 3 37 65 -28
SI 58 97 -39 61 30 31 33 56 -23
ES 27 69 -42 39 32 7 28 32 -4
SE 21 19 2 13 9 4 3 6 -3
NL 14 15 -1 22 28 -6 9 4 5
UK 6 12 -6 6 7 -1 10 7 3
Countries ranked 157 180 175 190 125 138

Source: Kane et al. (2007), Miller & Kim (2017), World Bank (2006), Schwab (2007), Schwab (2017), World 
Bank (2017).


